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DoD 7600. 7-M

CHAPTER 15

PREVENTING, DETECTING, AND REPORTING
- AND  TLLEGAL ACTS

A. PURPCSE

This chapter establishes policy in auditing areas susceptible to f raud and
I1legal acts and in alerting auwditors that such acts may have occurred. |t
supersedes the internal awdit provisions contained in Contract Awdit, |nternal
awdit and Crimnal Investigations Joint Policy Memorandm No. 2 (reference (rr) ) .
The Joint Policy Memorandum W || no [inger apply to pad internal audit organiza-
tions, but its applicability to crimnal investigative organizations continues.

B. APPLICABILITY

All DaD i nternal audit organizations including internal review and nonappro-

prr]iated fund audit activities shall comply W th applicable provisions in this
chapter.

C. DEFINITIONS

1. Frad. Action that violates a fraud-related statute of the united States
Code. The Termincludes Governnent thef t/embezzlement, bribery, gratuities,
conflicts Of interest, and violations of antitrust |aws, as well as fraud (e.g.,
fal se statements and false claim in such areas as pay and allowances, procure-
ment, contract performance, nonappropriated funds, and the Cvilian Health and
Medi cal Program of the Uniformed Services. Fraud involves a msrepresentation of
facts made so with know edge and intent. Fraud is further characterized by acts
of guile, deceit, ooncealment, or breach of confidence, which are used to gain
sane unfair or dishonest advantage. Fraud can also include deceit or intentional
fal se statenents in official correspondence intended to affect the decision
maki ng process regardl ess of whether personal gain is involved. The purpose of
the fraud may be to obtain money, property, or services; to avoi d payment or | 0SS
of noney, property, or services; or to secure business or personal. advantage.

2. lllegal Act. A type Of noncompliance i n Which the source of the require-
ment not T ollowed Or the prohibition violated is a statute or inplenenting
regul ation. Enclosure 4 contains information on Federal statutes and Standards
of Conduct re?ul ations that may be applicable in the auditor's exam nation and
the fraud rererral process.

a. Cimnal Acts. Anillegal act for which incarceration, as well as
other penalties, I1s avallable if the Government obtains a guilty verdict.

_ b. GQuvil Acts. Anillegal act for which penalties that do not include
Incarceration are avallable for a statutory violation. Penalties my include
nonet ary payments and corrective actions.

3. Referral. The termrelates to f omal (Witten) letters to appropriate
crimnal Tnvestigative organizations of suspicions of fraud and illegal acts.
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The purpose of such commmications must be to seek consideration of the facts (as

stat ed Qy the audit organization in its letter) for investigative action where
war rant ed.

D. POLICY

1. The DaD internal awdit organizations shall establish a fraud nonitor
at the headquarters |evel for fraud referrals and other f raud-related actions.
The fraud nonitor shall naintain |iaison wth the applicable investigative
organi zations regarding the status of all referrals.

2. Internal auditors shal| give special enphasis to those portions of the
DoD Internal Auditing Standards (Chapter 2) relating to f rauwd and illegal acts.

3. During every audit, a review and eval uation shall be made of the internal
control system applicable to the organization, program, activity, orfunction
under audit., Wien computer processed data is an inportant and integral part
of the audit and the data's reliability is crucial to accomplishing the audit
obj ectives, the auditors need to satisfy thenselves that the data Is reliable.

4. \Mere an auditor's work includes an assessment of compliance With |aws
and regulations, it shall be designed to provide reasonabl e assurance of detect-
ing fraud or illegal acts that could significantly affect the audit objectives.

5. Buditors, in exercising due professional care, shall be alert for
situations or transactions that could indicate f raud or illegal acts to determne
whet her the acts occurred and, if so, to determne the extent to which these acts
significantly affect the audit results. \Were such evidence exists, the auditors
shal | extend audit steps and procedures to identify the effect on the entity’s
financial statenents, operations, or prograns. However, auditors shoul d not
extend audit steps to the point of |eopardizing potential investigations by |aw
enforcenent off icials.

6. Wien the review or the extended audit steps and procedures indicate
that fraud or other crimnal acts may have occurred, the auditor shall document
the situation and pramptly notify the appropriate pobinvestigative organization
as indicated by DoD Instruction 5505.2 (reference (SS) ). Follow ng notification
of the investigators, the auditor shall notify the top official of the entity
under audit of the situation, unless advised otherw se by investigators orit IS
obviously inappropriate (e.g., top off icial involved) .

7. The method of reporting the audit results wll vary depending upon

| ndi vi dual circumstances. Audit matters dealing with f raud or irregularities
shal| be covered in a separate witten audit report if this would facilitate the
timely issuance of an overall report on other aspects of the audit. The opinion
of legal counsel should be obtained on the reporting method chosen.

8. The bpoD audit organi zations shall encourage direct contact between their
field personnel and Personnel of the applicable crimnal investiPative or gani -
zation concerning referrals of suspected or potential f rawd disclosed during
audits. The audit organization's fraud monitor nust be kept apprised of

referrals in order to track the status of fraud investigations resulting fran
audit referrals.
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9. Should the applicable crimnal investigative organization decide not to
Investigate a fraud referral fram auditors, nor refer the allegations el sewhere
for investigation (in cases where the allegations are considered to be of |esser
significance, for exanple), the audit organizations, upon notification by the
crimnal investigative organization, should then evaluate the matter for other
di sposition. Procedures tor referring allegations of this type were required to
be established by individual DoD Components as called for in paragraph E 2. f. of
reference (ss). Audit organizations shall make disposition of the allegation in
accordance with their Component's procedures.

10. Appropriate audit support of crimnal investigations is authorized under
DoD Directive 7600.2 (reference (k)) , and is encouraged to the greatest extent
possible within legal limtations, availability of resources, and the guidelines
set forth in enclosure 2. Further, ba internal audit organizations are strongly
encouraged to work with their crimnal investigative counterpart organizations to
exchange information on situations discovered during audits where, although no
fraud may be suspected, Wweaknesses in controls and procedures could lead to
I ncidents of fraud.

E.  FRAUD INDICATORS AND CHARACTERISTICS

1. Fraud enoaupasses the entire array of illegal acts and irregularities,
and i s characterized by intentional deception or manipulation wth adverse
effects. Fraud can be perpetrated for the benefit of, or to the detriment of,
the organization, Agency, or activity and can be carried out by a person or

rsons outside as well as inside the entity. In sane instances involving civil
raud, f raud can be alleged Where the negligence of an individual is so gross as
to amount t0 I nplied knowledge of the wongful ness of the act.

2. The key to prevention and detection of fraud and illegal acts is a
recognition of conditions that allow these practices to go undetected. As such,
the auditor has the responsibility for being aware of fraud indicators. Several
sources are available for information on f rawd and indicators of fraud. Sane of
these sources are listed in enclosure 1 to this chapter. The following war ni ng
signal s were devel oped by the Americanlnstitute of Certified Public Accountants
to assist auditors in identifying the possible existence of fraud:

| ~a. Problems encountered in performance of an exam nation, such as delay
situations or evasive or unreasonable responses to audit inquiries.

b Difficulty in obtaining audit evidence for unusual or unexplained
entries, incomplete or M SSing documentation and aut horizations, and alteration
of documents and accounts.

c. Inadequate controls over cash accounts or credit cards.

_ d.  Unexplained f actuations in nmaterial account bal ances, physi cal
inventory variances, and inventory tucnover rates.

e. Wdely dispersed |ocations acconmpanied by highly decentralized
managenment and inadequate reporting systens.

f. Known continuing weaknesses in internal controls over access to
computer equipment Or el ectronic data entry devices.
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F. PREVENTION AND DETECTION

~ 1. The principal mechanismfor the prevention and detection of fraud and
I11egal acts is a strong system of accounting and admnistrative internal
controls. Deterrence or prevention is primarily the responsibility of the

managenent of the organization, program activify, or function undér audit.
The aB Crcular A-12Z3 (reference (v)) states that agency heads are responsible

for establishing and maintaining systems of internal control that conformto
standards prescribed by the Comptroller General .

2. Internal auditors are responsible for examning and evaluating the
adequacy and ef f activeness of managenent’s actions in deterring or preventing
fraud, including appropriate internal control systens. Auditors should assess
the ef f activeness of the systemto safeguard resources against waste, |oss, or
msuse. They shall test and eval uate managenent’s applicable fraud deterrent
mechani sns and nmake appropriate recommendations i f weaknesses exist.

3. The internal auditor’s responsibilities are further extended in the
detection of fraud and illegal acts. on audit assignnents, the internal
auditor’s responsibilities are to:

a. Maintain sufficient knowledge Of the characteristics of fraud,
techni ques used to comit fraud, and the types of f rauwd associated with the
activities being audited. Such knowledge IS necessary for the auditor to be
reasonably effective in detern1n|n? the adequacy of controls to [imt or
di scourage opportunities to comit fraud or illegal acts, and in evaluating
evidence that these acts mght have been comitted. The sources of information
on fraud and f rawd indicators discussed in section E., above, and listed in
enclosure 1 can reinforce the awditor's know edge and skills. The peD internal
audi t organizations should work closely with investigative organizations to
devel op additional information on the characteristics of f rauwd and fraud
Indicators and share it wth other pad internal audit organizations.

| b. Be alert for situations or transactions that could indicate fraud and
I11egal acts. This is especially true when performng audits of such sensitive
areas as pay, procurement, cash managenent, property disposal, nonappropriated
funds, canrnissaries, or inventories. In exercising due professional care,

auditors should be alert to the possibilities of Intentional wrongdoing,
conflicts of interest, and * conditions and activities where irregularities
are most |ikely to occur. Accordingly, internal auitors need to satisfy

thensel ves that a system of checks and bal ances is in place that wl| disclose
any irregularities and inproprieties that would have a material inpact on
operations orfinancial reporting. In discussing the auditor’s responsibility
to detect errors and irregularities, the American Institute of Certified Public
Account ants (aicen) has stated that “... the auditor should exercise . . . the proper
degree of professional skepticism to achieve reasonable assurance that material
errors or irregularities wll be detected. " For additional guidance on related
responsibilities, auditors should refer to amcea Statenments on Awditing Standards
No. 53 (“The Auditors Responsibility to Detect and Report Errors and _
Irreqularities” ) , No. 54 (“Illegal acts by Qients”) , and No. 55 (“Consideration
of the Internal Control Structure in a Financial Statement Audit”) .
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c. \Where assessnent of compliance With |laws and regulations is required
as part of the audit objectives, auditors should design audit steps and Pro-
cedures to provide reasonabl e assurance of detecting irregularities or illegal
acts that could significantly affect the audit objectives. This requires the

auditor t0 assess, for each compliance requirement, the risk that irregularities
and illegal acts could occur.

d. Be alert to the opportunities for potential perpetrators to comit
f ravd or illegal acts. The poD Directive 7600.2 (reference (k)) requires that
each audit include an evaluation of the adequacy and ef f activeness of the system
of internal and admnistrative controls (internal controls) applicable to the
organi zation, program activity, or function under audit.

e. Include specific audit Steps designed to provide reasonable assurance
of detecting frawd for those programs or functions that have a high vulnerability
to fraud or a past history of fraud, or where initial audit survey has identified
particul ar weaknesses in internal controls that could allow fraudulent acts to
occur. In addition to expanding audit steps, audit managers shoul d al so consider
assi gning nore experienced persomel and increasing the amount of audit super -
vision where conditions warrant.

f. Where evidence exists that indicates f raud or illegal acts m ght

have been committed, and such acts could significantly affect the audit results,
internal auditors shall performextended tests and procedures to obtain
addi tional evidence sufficient to determne whether:

(1) me initial suspicions of frawd were true;

(2) The eﬁtent to which the acts significantly affect the audit
results;

(3) Operations, programs, or functions have been adversely affected:

(4) e appropriate investigative organization should be alerted to
a possible need for an investigation;

(5) Internal controls need additional strengthening; and
(6) Any further action appears necessary.

Auditors shoul d, however, exercise due professional care and use caution so
as not to extend tests to the point of jeopardizin? potential investigations
b% legal authorities. Due care would include consulting |egal counsel and

the applicable investigative organizations, as appropriate, to determne the
actions and procedures to f ohmor to avoid. |If, after extending the audit
steps and procedures, the internal auditors cannot confirmtheir suspicions of
fraud, they shoul d discuss the situation with the appropriate investigative
organi zation to determne whether or not to pursue the situation.

g. Document the situation or particular transaction when the initial
review « extended audit indicates possible fraud or other crimnal acts and
pramptly notify the appropriate pop Investigative organization in accordance wth
poD Directive 7600.2 (reference (k) ) . Formal witten notification is required
for all fraud referrals and will normally have been preceded by infornal
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di scussions with investigative personnel. At the same tinme, the auditors shall

notify the top official of the audited entity, unless that official is believed

to be a party to, or inplicated in, the inproper acts or unless the auditors are
advised to the contrary by the investigative organization.

h. complete the eval uation of the systemof internal controls and
the audit, if possible, so as not to interfere wth or hanper any related
investigation. The advice of the investigative activity should be obtained in
determning how to camplete the eval uation and report the results in a manner
that will not compromise an investigation. The auditors should not accuse the
affected parties of suspected fraud or discuss the potential fraud with the
subject in any manner that would be pre judicial to an investigation. Legal
counsel and the advice of investigators should also be sought on how to discuss
the situation with the aff ected parties and obtain confirmtion of the facts.

4 Internal auditors cannot be expected to have know edge equivalent to an
| nvestigator whose responsibility is detecting f rawd and other illegal acts.
Al'so, an audit made in conformance with the provisions outlined in this chaﬁter
wi |l not necessarily guarantee the discovery of all fraud or illegal acts that
m ght have been committed. However, If the audit was nmade in accordance Wth
this cn?pter, the auditor will have fulfilled the professional responsibilities
expect ed.

G  REPORTING

1. The nethod of reporting audit results to appropriate managenent officials
shal | be guided by the situation and individual circunstances surrounding any
suspected or potential f raud disclosed through awdit. A separate aud it report on
the evaluation of the internal controls related to the matter referred to the
| nvestigative agency shall be used, if necessary, to avoid delays in issuing the
overal | audit report. This also permts release of the overall report to the
public wthout compromising an investigation or |egal proceeding.

2. A separate report is not necessary when the matter can be effectively
discussed in the regular report of audit, and no undue delay wll result from
holding the audit report open until the f raud referral has been resolved. The
auditors shal| not release to the public reports containing information on
suspected f raudulent acts, orreports with references that such acts were omtted
from reports, wthout first consulting wth appropriate |egal counsel, since this
rel ease could interfere wth legal processes, subject the inplicated individuals
to undue publicity, or subject the auitor to potential |egal action.

H  TRAINI NG

1. The problem of fraud in the Department of Defense has received w despread
attention in recent years, and as the budget increases, the potential and the
attractiveness of committing fraud also increase. Therefore, it i S incumbent
uEpn Internal auditors to nmaintain and even enhance their detection abilities and
skills in order to more effectively address these problems.

2. The b internal audit organizations shall provide traLnin? for their
audit staffs consistent with pop auditing standards on professional proficiency

and continuing education. Specific fraud-related training should focus on
detecting, preventing, and reporting f raud and illegal acts. The key to any
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successful. training programis the recognition of the indicators of fraud.

ChaPter 4 of this manual suggests ﬁui delines for training audit staffs in areas
of fraud awareness and working wth investigators.

|, DOD HOTLINE

1. Under pad Directive 7050.1 (reference (tt) ), all substantive allegations
of fraud and m snmanagenent received by the pop Hotline normally will be exam ned
by qualif ied auditors, inspectors, or Investigators. Accordingly, each Do
internal audit organization shall maintain procedures and controls to ensure that
due professional care and organizational independence are observed, and that

impartial and objective examnations are made for all referred Hotline
allegations.

2. Each internal audit organization shall control, process, and exam ne
prarptly al | al | egations received and shal |l expedite processing those Hotline
al l egations that are time-sensitive. Necessary controls shall be maintained to

protect, to the maximm extent, the identity of all pob Hotline users who request
anonym ty.

3. Audit working papers and files on Hotline reviews shall generally be
retained for at |east 3 years after an audit Is completed before being di sposed
of under applicable DoD or agency regulations. Reports shall be sutmitted in
accordance with subsection F. 3 of paD Directive 7050.1 (reference (tt).

J. RerATIons W TH DOD CRI M NAL INVESTIGATIVE ORGANIZATIONS

1. Cose cooperation between auditors and investigators is critical to
successful investigation and prosecution of fraud. Once the auditor finds
I ndications of potential fraud, the organizational f rauwd monitor shall be
notified and contact should be made wth representatives of the appropriate Do
| nvestigative organization.

2. As discussed in paragraph F. 3. f. above, after developing sufficient
f rad indicators, the auditor shall formally refer the matter to the appropriate
| nvestigative organization. The po audit or?ani zation should subsequent |
follow up to keep track of the disposition of the fraud referral. Under the
provisions of Joint Policy Menorandum Number 2 (reference (xr) ) , DoD Crimnal
I nvestigative organizations are required to assist the audit organizations by
provi ding periodic status on referrals made f ran auditors.

3. The poo audit organizations should respond tinely when investigative
orPam zations reqlg_est audit assistance in performng formal investigations.
Rel'ated aud it working papers should be provided to the investigative organization

If required. Guidelines for audit support of f raud investigations are outlined
In Enclosure 2.

4. Mbst DD investigative organizations periodically conduct “crime
prevention surveys” to identify admnistrative, physical, or internal control
weaknesses that allow the conmssion of fraud or illegal acts. The beb audit
organi zations should request that they be placed on distribution for such survey
reports, and consider the results of the reports in scheduling auits.

15-7



5. Internal audit organizations are urged to participate with investigative
organi zations in joint reviews of programs and operations highly susceptible to
fraudul ent activities. At a minimm, auwditors shoul d contact their investigative
counterparts in the survey or planning stage of an audit to discuss the suscepti-
bility of a particular area to frad and ascertain whether there are any ongoing
or completed | nvestigations of the area that would be of interest to the auditor.

6. Internal audit organizations are encouraged to assist crimnal investi-
gative organizations by providing information they nmay cane across during their
audits ( informat ion referrals) that could alert investigators to weaknesses in
internal controls and to procedures that could create conditions conducive to
f raud, even though no f rawd may actually be suspected. One technique for doing
this is to highlight findings from audit reports and provide these under a oover
menorandumto the 1nvestigative organization. This suggested procedure i s con
sidered to be a more effective way of actually bringing specific weaknesses to
the attention of investigators than by merely relying on the routine di stribution
of audit reports to the investigative organizations.

K-~ ADDI Tl ONAL GUIDANCE

The General Accounting Of ice (GAQ) has published a panphlet, dated Decenber
1989, entitled “Assessing Campliance W th Afpl|pable Laws and Regul ations, ”
(reference (w) ) that provides additional guidelines for inplementing Government
Auditing Standards (reference (c) ) related to fraud and illegal acts. The guide
was prepared t0 help the GAO staff inplenment the strengthened requirenment for
detecti ng noncampliance. The provisions of the guide are equal |y applicable toO
the work of poD internal. auditors in eval uating noncompliance and designing audit
steps to detect instances of fraud, abuse, and illegal acts.
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poD 7600. 7-M

Encl osure 1

SELECTED SOURCES OF INFORMATION
ON FRAUD AND FRAUD INDICATORS

“I'ndicators of rFraud in Department of Defense Procurenent,”
|G pop 4075. |-H Office of the Inspector CGeneral, b, June 1987.

“Fraud Awareness Letter, " Of ice of the Inspector General, Dal), published
quarterly.

"Comon Violations of the United States Code in Econmmic Crime
Investigations, " U S. Crimnal Investigation Comand, Novenmber 15, 1983.

“Manual for Fraud Investigations (NIs-6) ,“ Naval I|nvestigative Service,
Cct ober 1983.

“Fraud Indicators Handbook, " U S. Marine Corps, June 27, 1983.

"Indicators Handbook, " Air Force audit, I nspection and Investigative Council,
June 4, 1986.

“Crinme Prevention Survey Technical Quidelines Handbook,” Defense Logistics
Agency, October 1983.

“Fraud Indications | n AAFES (perations ,“ Headquarters, Arny, Air Force
Exchange Service, Safety and Security Division, 1981

"Developing Fraud Awareness in Minagenent |,

Of ice of the Inspector CGeneral,
Services Adm nistration, Decenber 1980.

“Codification of Statenents on Auditing Standards,” Anerican Institute of
Certified Public Accountants, 1989.

“Handbook on Labor Fraud Indicators, " Of ice of the Inspector Ceneral, DoD
August 1985.

“Handbook on Scenarios of Defective Pricing Fraud ,“ OFf ice of the Inspector
General , DD, December 1986.

“Handbook on Fraud Indicators: Material,” Of ice of the Inspector General,
DD, July 1986.

“Unaut horized Quality Assurance Practices by Contractors ,“ 1a# 4000. 50,
Of ice of the Inspector General, DoD, May 1988.

“Crimnal Defective Pricing and the Truth in Negotiations Act,
1copH 4200.50, O fice of the Inspector CGeneral, pod, March 1988.

"Cempendium Of Publ | cations on Fraud, WASte, and Abuse Indicators ,*
President’s Council on Integrity and Efficiency, June 30, 1988.

“Fraud Awareness Concepts for Department of Defense Quality Assurance
Personnel, " Off ice of the Inspector General, DOD, May 1, 1985.
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18. “Role of the Contract Auditor in Crimnal Investigations, " 1eH 7600. 2,
O f ice of the Inspector General, K ped, January 1989.

19*  “Fraud-Rel ated Audit/Investigative Publications, " President’s Council on
Integrity and Efficiency, April 7, 1989.

20. “Directory of Internal awit Programs, " I@b 7000.1, Ofice of the Inspector
General , DD, June 1989.

21.  “Assessing Compliance Wi th Applicable Laws and Regul ations, " General
Accounting OFf ice Panphlet, December 1989.
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DaD 7600.7-M
Encl osure 2

GUIDELINES FOR AUDI T suppoRT OF FRAUD | NVESTI GATI ONS

1. Introduction

a. The poD crimnal investigative organizations frequently request support
f ran paD audit organizations. Audit support to crimnal investigations as
authorized by paragraph F. 6a. of b Directive 7600.2 (reference (k)), and
encouraged by the provisions of this chapter, furthers significant DoD interests.
Such support facilitates the identification of information and evidence needed
for the effective accomplistment and coordination of crimnal, civil, admnistra-
tive, and contractual remedies. Audit _suPport may include the provision of audit
advice; the transmssion of results or intormation obtained during separate,
cooperative r Or coordinated audit a?tivitv initiated by the audit organization;
or on |OCCaS| on, the assignment Of auditors t0 a teaminvestigating a suspected
irregularity.

b. Fran time to tinme questions have arisen concerning various aspects of the
relationship created by an auditor's cooperation/coordination wth, or assignnent
to, an investigative team. The purpose of this enclosure iS to provide general
gui del ines regarding the most frequently encountered issues cpncern|nﬁ audi t
support of investigations and, in particular, to address the issues that arise
as a result of an auditor’s assigment to an investigative team Additional
gui del ines are contained in I6, bab, Handbook 1GH 7600.2 (reference (w)), that
may be useful in those instances where the internal auditor is involved with
exam ning contractor records and f rawd i s suspected.

2. Requests for Audit Support

a. The DoD audit organizations shoul d require all requests for audit support
f ran a crimnal investigative agency to be in witing. When the request stens
fromn a prior referral made by the audit organization, the request should be
directed to the same organization initiating the fraud referral for which the
investigation is being undertaken. \Wen no fraud referral was involved in
Initiating the investigation, the request for audit support should be directed to
the ped auwdit organi zation that has primary audit cognizance, underbod Directive
7600.2 (reference (k) ), for the organization, activity, contract, or contractor
under investigation. The b internal audit organizations, in consultation with
the investigative organization, should fornulate a [ist of the audit tasks needed
to support the investigation.

b. The list of audit tasks should be updated and amended f ran time to tine
depending on investigative developments, or as the audit organization deeins
necessary to properly f ulf il its mssion or functions.

c. When a bad audit orgiani zation elects to conduct an audit after a request
for support by a Db crimnal investigative organization, steps to accemplish the
requested tasks should be included in the audit program and the audit shoul d

be conducted in cooperation with the requesting organization. A final decision
on how the audit results will be reported rests with the awdit organization,

al though it should defer to any request to wthhold reporting if It would
interfere wth the investigative/ judicial process.
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3. Selection and Assignment of Audit Personnel to Investigative Teans

a. Cccasions wll arise when it wll| become nec_essar?/ to assign an auditor
to act as a menber of an investigative team Selection of an auditor. in this
Si tuat ionis a mtter for determnation by the respective audit organization.
Audit officials making the selection should take into account such factors as a
specific name request by the investigative or prosecutive organization; future
anticipated assigments of the potential selectee(s); special skills or work
experience that may be required as a menber of the investigative team prof es
sional credentials of the possible selectee(s) (Certified Public Accountant ,
Certified Internal Auditor, Certified Information Systens Awditor, Certified
Fraud Examner, etc. ); and the desires of potential selectees to serve on the
investigative effort.

b. Any disagreenents between the audit and investigative organizations
regarding the need for audit support or which auditors Wi || be assigned to an
i nvestigative teamshall be referred to the head of the internal audit activity.
Every effort shall be made to find a mutually acceptable sol ution wthout
conprom sing required audit independence. |f such a solution canmot be found,
the matter should be elevated through the chain of comand to the IG DoD, for a
decision. \Were the disagreenent exists between an internal review elenent and
an investigative activity of the same Component, the nmatter need not be referred
to the |G DaD, but should be resolved within the Component. Generally, requests
for audit support should be handled by the audit organization of the Component
requesting the assistance.

4, Role Oof the Auditor on the |nvestigative Team

a. The auditor shall not performclerical or other nonprofessional services
on behalf of the investigators. The investigative organization has the respon
sibility for arranging for adequate clerical resources. Audit resources should
be conserved whenever possible. The auditor should request clerical support
when certain procedures can be organi zed and performed by nonawditors under the
?eneral supervision of the auditor. An exanple would be the examination of a

Iarge volure Of documents for indications of erasures, whiteouts, or ot her
al terations.

b. The auditor shal| not undertake duties that are traditionally the role
of the crimnal investigator.

c. To the extent that informtion obtained by auditors is not a matter
occurring before a grand jury, and thus covered by Rule 6 (e) of the Federal
Rules of Crimnal Procedure on grand jury secrecy, the information may be shared

for both audit and investigation purposes. (Paragraph 8 contains additional
gui dance on grand jury proceedings. )

5. HandlingDocumentary EVi dence

a. The ped audit organizations, in the performance of their official
responsibilities, are |ikely to accumulate audit working papers that would be of
use to bod crimnal investigative organizations. Such working papers shoul d be
made available for inspection and copying by the investigative organization upon
request. Working papers generated as part of an investigative assist shoul d
normal |y be turned over to the investigative team
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'b. The DoD audit organizations may occasionally obtain, in connection with
their off icial duties, custody and control of original docunents, including
contractor records , that reflect indicators of fraud or other unlawful activity.
When an audit oraanization becames aware of potential fraud or other unlawf ul
activity, it should immediately notify the applicable crimnal investigative
agency in order that appropriate measures can be taken for the Governnent to
maintain custody and control of the documents that may be needed as evidence In
subsequent Crim nal proceedings.

6. Notice to an Auditee and Response t 0 | nquiries

a. The decision on whether to informan auditee that an audit is being
conducted | N connection orcoordination wth a crimnal investigation is the
responsibility of the cognizant investigative agency in consultation with the
Departnent of Justice prosecutor as necessary.

b. Auditors who are assigned to a crimnal investigative teamwll not, in
anY way, cover up the fact that.they are working with a crimnal investigative
effort If they are asked specifically what they are doing.

7. Obtaini ng Necessary Records

- a. PRecords and information needed to conduct an audit in support of an

I nvestigation can be obtained by various means including, but not Llimited to,
the access-t-records clause of a contract, voluntary disclosure by the audi tee,
I nspector General subpoena (in the case of nonfederal records) , search warrant,
and grand jury subpoena.

b. An auditor assigned to an investigation wll not use his position to gain
access to information or documents unless that information would normally be
available to the audit organization in perfornming its mssion. [If the i'nvesti-
gation requires docunents that are not available under that audit organization's
existing authority, those docunents will be obtained through other authorities.

8. Gand Jury Investigations

a. Rule 6 (e) of the Federal Rules of Crimnal Procedure requires mtters
occurring before a grand jury to be kept secret. An auditor involved in an
i nvestigation of this type must obtain, and act in accordance wth, guidance f ran
the cognizant Assistant United States Attorney or his designee in addition to the
m ni mum gui dance provided herein.

b. The following criteria should be followed to prevent even the appearance

that matters occurring before a grand jury may have been improperly di sclosed to
support pob audit functions:

(1) An auditor while assigned to a crimnal investigation being pursued
under grand jury auspices will not be involved in any other audit that in any
manner relates to the matter under investigation. This precept should be kept
in mnd when selecting an auditor to serve on such an investigative team

(2) An audit supervisor should not mtinue to exercise normal audit

responsibilities for a contractor or entity when that audit supervisor is
designated as a member Of a grand jury investigative team exam ning matters
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related to the same contractor or entity. The audit supervisor wll not resume
audit responsibility for the contractor or entity until completion Of the

crimnal investigation and all related crimnal prosecutions brought by the
United States Government.

(3) Audit organizations shoul d, when possible, use auditors as wtnesses
rat her than haV|ng then1nade agents of the grand jury. By carefully structuring
the role of an auditor in this regard It may be possible to [imt adverse inpact
of grand jury secrecy on the auditor’s normal duties and responsibilities.
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DaD 7600.7-M
Encl osure 3

GUIDELINES FOR COORDINATION AND FEEIBACK ON FRAUD REFERRALS

1.  Introduction

Coordi nation between DoD audit and crimnal. investigative organizations is
necessary to carry out effectively their responsibilities for beD prograns.
Adherence to the procedures and %U|del|nes provided in this enclosure will enable
the audit organizations to plan better for audit resources that may be needed in
pursuing issues raised in referrals and in providing support for, or working in
connection with, b crimnal investigative organizations. Feedback obtained
as part of the coordination process wll also enable the audit organizations to
more effectively evaluate and inprove their future referrals. The enclosure
al so provides guidelines for awdit organizations to follow in continuing audit
activity while an investigation is pending.

2. Procedures

a. The pod audit organizations shall:

) Encoura?e di al ogue between audit and instigative field personnel
regarding the need for and content of referrals for suspected or potential. f raud.

(2) Ensure that auditors performng contract audits wll not nake
reference to or discuss wth the contractor the fact that a fraud referral has
been nade. Further, no atteinpt wll be made by the auditors to resolve with the
contractor their suspicions that possible f raud has occurred. D scussi ons wi | |
be limted to the auditor's judgments and conclusions on matters other than
fraud, and to the underlying facts that support those judgnents and concl usions.

(3) Ensure that internal. auditors follow restrictions outlined in
paragraph F. 3 .g. of this chapter on notifying officials of the entity under audit

?f sgspected fraud where the officials may be a party to or inplicated in the
raud.

(4) Ensure that after making a referral of suspected fraud or after
notification of the initiation of aninvestigation, no actions are taken that
woul d compremise the investigation. The audit swpe may, after consultation
with the investigative organization, be expanded to determne the inpact of the
suspected fraud or other unlawful activity on the audit objectives. Audit scope,
however, shall not be exPanded for the sole purpose of gathering additional
information (after a referral is nade) to support an investigation into suspected
fraud or other unlawful conduct. Audit activities outside the area of
investigative interest can continue unless a request from the investigative
orPanlzatlon recomends & deferral for investigative reasons. [f the auditor
bel'ieves the requested deferral wll result in financial harmto the Governnent
or W ll unnecessarily inpede the audit mssion, the matter shall be elevated for
managenment resol ution between the respective organizations.

(5) Ensure that when an audit report is issued for any audit in which

there has been a related referral to a crimnal investigative organization, the
audit report includes or iS accompanied (Under separate transmittal memorandum)
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by a statenent of cautionary |anguage regarding the existence of the referral or
an investigation resultin rom the referral. Legal counsel should be contacted
for advice on rePortlng ere there are any statements contenplated with regard
to fraud, illegal acts, or pending/ongoing investigations.

(6) Ensure coordinated action between the audit organization's fraud
monitor and appropriate field personnel. The field personnel will ensure that
the organizational fraud monitor is kept apprised of all referrals. Field audit
personnel will also provide the designated fraud nmonitor with copies of status
Information received from applicable investigative organizations on natters
previously referred to investigators.

_ - (7) Establish procedures for making referrals that assign a unigue
| dentifying number to each referral and enable the referral to be tracked through
an automated System

(8) Assess the information received regarding investigations conducted
based on audit referrals in order to identify [essons |earned, and use that
information to develop nore effective audit techniques and tests that wll help
di sclose the existence of simlar situations in other audits.

15-3-2



DoD 7600. 7-M
Encl osure 4

DCD DI RECTI VES AND FEDERAL STATUTES

CENERALLY APPLI CABLE TO CRIM NAL REFERRALS AND
STANDARDS OF CONDUCT REFERRALS

Presented belowis a brief outline of DoD directives and
federal statutes generally applicable to crimnal referrals or
St andards of Conduct referrals. Audi tors should obtain |egal
counsel whenever questions exist on the applicability or
Interpretation of laws or 1nplenmenting regulations.

DoD Directives:

DoD Directive 5500.7, “Standards of Conduct, " My 6, 19877
prescribes standards of conduct required of all DoD personnel
regardl ess of assignnment. It establishes criteria and procedures
for reports required of certain forner and retired mlitary
officers and former DoD civilian officers and enpl oyees who are
presently enployed by defense contractors, and forner officers
and enpl oyees of defense contractors presently enployed by the
Department of Defense.

Federal Statutes:

1. Sherman Antitrust Act, 15 U.Ss.c. 1. This Act prohibits
conpetitors fron1ente(|n? Into any agreenent to restrain trade in
Interstate commerce, including price fixing, bid rigging, and bid
rotations schenes.

2. Bribery, Gaft, and Conflicts of Interest, Generally 18
U.,s. c.  201-209. These statutes prohibit a Dbroad range of
activities that can be generally described as corruption. Such
activities include giving or receiving a bribe or gratuity, as
well as engaging in a conflict of interest.

~a.  Bribery includes giving a Governnent enpl oyee
sonet hing of value for the purpose of 1nfluencing the perfornmance
of that enployee’s duty.

b. Gatuities include giving a Covernment enployee
sonet hi ng of val ue because of the enployee’s official position.
There is no requirenent for the Government to prove that the
gratuity was given for the purpose of influencing any official
act .

c. Conflicts of interests include those situations where
a CGovernnent enployee engages in activities which create a
conflict between the enpl oyee’ s personal interests and his or her
duty to protect and serve the interests of the Governnent.
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3. Voiding Contracts, 18 U. s.C. 218. Federal agencies have
the authority to void and rescind contracts obtained through
bribery, graft, or conflicts of Interest.

4. Conspiracy to Defraud the Governnment Wth Respect to
Clains, 18 U0.5.C. 286. Whoever enters rnio any agreement or
conspiracy to defraud the United States b%/ obtai ni ng the payment
ofangofalse or fraudulent claim shall be fined not nore that

$10, 000 or inprisoned notmorethan 10 years, or both.

5* False Clains, 18 u.s.c. 287. This statute nakes it
illegal to present or nmake any false, fictitious,, or fraudul ent
cl ai m agai nst any departnent = or agency ofthe United States.
The crime is conplete when the claimis presented. Paynent of
the claimis not an elenent of the offense and need not be proven
to obtain a conviction.

6. Conspiracy, 18 u.s.c. 371. This statute prohibits any
agreenent befween Two or nore persons to defraud the United

States or to violate any Federal |aw or regulation when at |east
one act is taken in furtherance of the agreenent.

7. Theft, Enbezzlenent, or Destruction of Public Mney,

Property, or Records, 18 U.S.C. 641, NS statute pronibrts
I ntentional and unauthorized takKing, destruction, oruse of
Governnent property or records. It also prohibits receiving or

conceal i ng such property or records.

8. False Statenents, 18 U.S.C. 1001. This statute nmakes it
i1l egal To engage in any of the three types of activity listed

bel ow I n an%/ matter within the jurisdiction of any departnment or
agency of the United States.

a. Falsifying, concealing, or covering up a nateri al
fact by any trick, schene, or device;

b. Mking false, fictitious, or fraudulent statenents
or representations; or

~c. Mking or using any false docunents or witing. Any
certification in a DoD contract that contains false, fictitious,
or fraudulent information may be a violation of this statute.

9. Ml Fraud, 18 vu.s.c. 1341, and Wre Fraud, _
18 ©.s.Cc. 1343. These statufes make It 1TTegal T0 engage in any
scheme to defraud in which the nail or wire comunications are
used. Use ofthe mail or wire communications includes sending or
receiving any matter through the use of these nedi uns.

- 10.  Qbstruction of Federal Audit, 18 u.s.c. 1S16. \Woever,
with intent to decerve or defraud the United States, . endeavors to
Influence, obstruct, or Iinpede a Federal official in the
performance of official duties relati ng_to a person receiving an
excess of $100,000, directly or indirectly fromthe United
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States, in any 1 year period under a contract or subcontract,
shall be fined under that title or inprisoned not moret han
5-years, Or both. A Federal auditor is defined as any person
enpl oyed to performan audit or quality assurance inspection for
or on behalf of the United States. This section was intended to
prohibit a w de range of obstructive conduct, such asdestruction
or fabrication of docunents as well as intimdation of wtnesses
and contractor enpl oyees.

11. Trade Secrets Act, 18 u.s.c. 1905. This statute
prohi bits unauthorized release Of any Information relating to
trade secrets or confidential business data by a Federal enployee
who receives such information in the course of his enploynent.
Such information includes advance procurenent information,

prices, technical proposals, proprietary information, incone
information, etcC.

12. Racketeer-Influenced and Corrupt Orgqanizations Act,
18 ©v.s.Cc. 1961-1968.  This statute was aimed at traditi onal
organized crine activities but is applicable in situations
Involving fraud in Federal agencies. “Racketeering” is defined
as any nunber of offenses under Federal |aw, including those
di scussed above. The statute is applicable to “enterprises,”

| ncl udi ng an individual, partnership, corporation, association,
or other |egal entity.

13, Anti-kickback Act, 41 u.s.c. 53-55. This Act makes it a
crime for any person to provide, aitenpl To provide or offer any
fee, commssion, conpensation, gift or gratuity to a prine
contractor or any higher tier subcontractor, or an enpl oyee of
one of these, for the purpose ofinproperly obtaining favorable
treat nent under a Government contract.

14.  Federal Pr ocur ement Policy Act, 41 U.s.C. 423
Effective July 16, 1989, Section 27 (entitled TProcurenent
Integrity”) of the Act prohibits certain-actions by governnent
officials enployees, consultants and advisors, and those of
conpeting contractors during the conduct of any Federal agency
procurement of property or services. Al “procurementofficials’
are required to certify that they are famliar wth certain
provisions of the law, that they wll not violate these
provi sions, and that theX Will report imediately to the
contracting officer any information concerning a violation or
potential violation. Adm nistrative, civil, and crimnal
penalties are prescribed for violations of the Act’s provisions.

15. Forfeiture of Fraud Cains, 28 v.s.c. 2514. A claim
against the United StaleS Sheaii be roorfeited to the United*States
by ana/ person who corruptly practices or attenpts to practice any
fraud against the United States in the proof, statenent,
establishment? or allowance thereof. I n such cases, the United
States Clains’ Court shall specifically find such fraud or
attenpt and render judgement Or forfeiture.
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16. False Clainms Act, 31 U s.c. 3729. Aaperson is liable
foracivil penalty of nol TesS than S5, 000 and not nore than
$10,000, plus three tines the anount ‘of damages which the

overnment sustains if the person knomﬁnPIy presents a false or

raudul ent claim for payment, or know ngly nakes a fal se record
or statement to get a false or fraudul ent claim paid or approved
by the governnent. The statue defJnes_knOMAn%Iy as having actual
knowl edge of the information, acting in deliberate ignorance of
the truth or falsity ofthe information, or acting in reckless
disregard of the truth or falsity of the information.

17. Program Fraud Civil Renedies Act, 31 U S C 3801. The
Act was passSed Dy Congress in 1986 becauSe too often Towdollar
fal se clalmcases and cases involving false statenents are
declined for crimnal or civil prosecution by the Departnent of
Justice (DOJ), | eaving the Governnent w thout an effective
alternate remedy. The Act applies to fal se statement cases and
clainms made on or after October 21, 1986, ‘involving a false
subm ssion of $150? 000 or |ess where the Doy has declined to
rosecute. A defendant found |liable by the presiding officer can
e assessed a penalty of up to $5,000 for each false claimor
fal se statement, and an additional noney penalty in clainms cases
up to twice the amount falsely clained.
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